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ART-UNIT: 224 

PRIMARY-EXAMINER: Dombroske; George M. 
ASSISTANT-EXAMINER: Felber; Joseph L . 

ATTY-AGENT-FIRM: Reichman; Ronald Scolnick; Melvin J. Meyer; Robert 
ABSTRACT : 

This invention relates to a system for identifying, authenticating and tracking 
articles of manufacture throughout their manufacturing and distribution channels. 
The foregoing system utilizes: manufacturing meters that are located at authorized 
manufacturing locations and produce encrypted data that is uniquely associated with 
each manufactured article; a printer located at the authorized manufacturing 
locations so that the printer will print the information encrypted by the meter, 
which encrypted information is affixed to the manufactured article; a data center 
coupled to the manufacturing meters and located at a site remote from the 
manufacturing meters; means for producing information that identifies the 
manufactured articles; and a plurality of means located where the authenticity of 
the manufactured articles are checked by comparing the encrypted information on the 
article with the information produced that identifies the article. 

22 Claims, 3 Drawing figures 
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L9: Entry 1 of 1 File: USPT Jun 16, 1998 



DOCUMENT-IDENTIFIER: US 5768384 A 

TITLE: System for identifying authenticating and tracking manufactured articles 
Brief Summary Text ( 5 ) : 

A bar code is a set of binary numbers. It consists of black bars and white spaces. 
A wide black bar space signifies a one and a thin black bar or space signifies a 
zero . The binary numbers stand for decimal numbers or letters. There are several 
different kinds of bar codes. In each one, a number, letter or other character is 
formed by a certain number or bars and spaces . 

Brief Summary Text (15) : 

Manufacturing meters are used to create unique encrypted labels or tags which are 
associated with and affixed to the manufactured article from the moment the -article 
is manufactured. The label or tag contains a time stamp and some identification of 
the manufactured article. The manufactured article may be identified by the 
following manufacturing information: the location in which the article was 
manufactured; the machine that produced the article; the person who operated the 
machine that produced the article; and the serial number of the article, etc. The 
manufactured article may also be identified by having information that may be used 
downstream in the distribution chain. For instance, the customs rating code, and 
shipping manifest data. The manufacturing and distribution chain information is 
encrypted and/or secured with a digital signature and printed as a code on the 
aforementioned label or tag . The code may be encrypted and be visible or invisible 
to the unaided human eye. The data center is in periodic communication with the 
manufacturing meters and is used to distribute encryption certificates to the 
manufacturing meters, record the forensic integrity of the manufacturing meters and 
log the usage of the manufacturing meters. The scanners are used to read and 
determine the authenticity of the information printed on the tags or labels. 

Detailed Description Text (10) : 

Bar code generator 45 will encode the information received from encryptor 43 to 
create a unique encrypted bar code that is • associated with the article that was 
manufactured. Generator 45 is coupled to printer 54, which is located at the site 
that produced the manufactured article. Generator 45 will cause printer 54 to print 
a unique bar code on a product label or tag 55. The aforementioned bar code may be 
visible or invisible to the unaided human eye. Label or tag 55 is affixed to the 
manufactured article. The aforementioned bar code on tag 55 contains encrypted or 
digitally signed data files representing information that is unique to the article 
manufactured. 

Detailed Description Text (11) : 

In order to ascertain if the article manufactured that has tag 55 affixed thereto 
is genuine and not diverted from its intended logistics channel, the bar code on 
tag 55 is scanned by scanner 56. The encrypted information contained in the bar 
code printed on tag 55 is retrieved and then compared against information retrieved 
from the scan of associated documents. For instance, scanner 56 may scan the 
information contained in invoice 26. It will be obvious to one skilled in the art 
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that many different associates documents pertaining to the manufactured article may 
be scanned by scanner 56. If the scanned information on tag 55 matches or is 
correctly related to the scanned information on invoice 2 6 the manufactured article 
is in the correct distribution channel and the article is genuine. If, for example 
the scanned article is genuine, but the scanned article does not belong to the 
articles covered by invoice 26, then the manufactured article is a forgery or 
diverted genuine article. 
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1994. 
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ATT Y-AGENT- FIRM: Alderucci; Dean Vogel; Peter J. 
ABSTRACT : 

A system is described whereby a document may be authenticated by an issuer thereof 
and verified by a recipient. Data from the document, at least a portion of which is 
specific to the document and identifies the document, is input to an authenticating 
device using an input device. A computing device, including a cryptographic 
processor and a memory, is coupled to said input device and receives a signal 
representing the data. The computing device performs a cryptographic operation 
based on the data to produce encrypted authentication data unique to the document. 
An output device is coupled to the computing device and affixes a representation of 
the authentication data on 'the document. A similar device, including a display 
device, is used to input the encrypted data, perform a cryptographic operation to 
decrypt the data, and compare the decrypted data with document identification data 
to verify the document. Encryption and decryption are performed using a private 
key/public key pair. 

61 Claims, 5 Drawing figures 
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File: USPT 



Aug 29, 2000 



DOCUMENT- IDENTIFIER : US 6111953 A 

TITLE: Method and apparatus for authenticating a document 



Brief Summary Text (7 ) : 

U.S. Pat. No. 5,388,158 discloses an apparatus that affixes to a document a label 
created by scanning the document and producing a digital signal; the digital signal 
is compressed, encrypted, and coded as a two-dimensional bar code. This apparatus, 
like those discussed just above, creates a digital representation of an image of 
the document, as opposed to using specific data from the document. 

Detailed Description Text (5) : 

example, physical features could include encapsulation, electronic features could 
include a silicon firewall, and combination features could include self -zeroizing, 
or otherwise volatile, ROM 104 or RAM 105 which electrically modifies its contents 
upon detection of tampering. Such tampering might include physically stressing the 
device, or electrically tampering by applying power to the device outside allowable 
current or voltage ranges, or outside an allowable AC frequency range. 
Alternatively, the housing 121 could be merely tamper-evident. In that case, the 
process of document verification should include checking the device for evidence of 
tampering. As will be appreciated by those skilled in the art, a great variety of 
tamper-resistant or tamper-evident techniques can be deployed, and will not be 
enumerated in detail herein. Therefore, as a matter of convenience, terms such as 
"tamper resistant" or "secure" shall be understood to refer to any of the 
aforementioned or other security measures throughout this discussion. 

Detailed Description Text ( 6) : 

Besides the stamper 150, other devices for affixing the encrypted code to the 
document may be used; for example, a label printer which prints the code on an 
adhesive label and then sticks the label onto the document. The code itself may 
take any of a number of forms, including a human-readable character string, a 
graphic "watermark, " a barcode sequence and a digital representation on a magnetic 
medium on the document. The terms "code" or "stamped code" shall be understood to 
refer to any such embodiment. 

US Reference Patent Number (23) : 
5768384 

CLAIMS : 

22. A device according to claim 18, wherein the printer is configured for printing 
the representation of the encrypted authentication data on a label and affixing the 
label on the document. 



46. A method according to claim 36, wherein said affixing step comprises printing 
the representation of the encrypted authentication data on a label and affixing the 
label on the document. 
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